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Secure Composite Digital Twin Framework

What is a Digital Twin?

Digital Twin is a virtual copy of a physical asset or a process that maintain a close
feedback loop to improve the physical counterpart.

551,000 Twins and Increasing

8 Parts Twins
Rotor failure prediction

Product Twins

Steam turbine life optimization

Process Twins
Field engineer scheduling

System Twins

T MegaWatt Bank

Why Composite Digital Twin?

Why Digital Twin?

* Reduce the cost for optimization

* Predict future and avoid critical problems
* Experiments before real implementation
* Time flexibility

* To cover full asset life cycle

* Emergency demonstrations

* “What if” scenario simulations

* Improve the asset quality

Composite Digital Twin is a collection of individual Digital Twins sharing learning outcomes

to achieve common goals.

Cross-domain collaborations

Complete
value chain visibility

Secure Composite Digital Twin

Intelligent decision making external factors

Digital Twins

Real World

Research Contributions

Knowledge sharing

Optimization based on

Composite Digital Twin Challenges
* Trustworthiness

* Interoperability

* Accountability

* Privacy

* Security

 Secure framework to address composite Digital Twin challenges
 Composite Digital Twin security posture analysis and improvements
 Composite Digital Twin performance analysis and evaluations
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