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• Block ciphers are cryptographic algorithms that can provide
confidentiality by encrypting sensitive data.
• They are widely used in many protocols like SSL and SSH.
• For their vast application, it is vital to evaluate the security of
block ciphers.
• There are some statistical techniques, which is called
cryptanalysis, that can attack one algorithm to get a measure
of their security.
• These attacks’ main idea is to find a statistical method to
distinguish between a random permutation and a block
cipher, called a distinguisher attack.
• In differential distinguisher attack, which is the main focus of
this research, the attacker tries to observe a block cipher’s
behavior under a specific input difference
• If the system’s resultant output differences show any nonrandom behavior, a differential distinguisher is obtained.
• These techniques usually need a massive amount of data
and memory to be implemented.
• There are many types of research to automate these
cryptanalysis methods.
• One of these research areas is using Machine Learning (ML)
to attack a block cipher.
• In 2019 Gohr presented an ML/AI based cryptanalysis on
SPECK cipher that was better than previous attacks.
• It was illustrated that by using deep learning, a differential
distinguisher could be achieved in an automated way and
with less data than other attacks.
• The key recovery stage of the attack also needs much less
data, so the whole process of the cryptanalysis can be
implemented on a personal computer.

However, in the deep learning method, for one
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