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1. Our objective was to compare and contrast various IBl schemes based on
various scheme assumptions in order to determine whether they could be
used in loT devices or not. e lk

2. There is a high potential for applying CDH, DDH, and g-SDH assumptions in any nput.
type of loT environment, including group, hierarchical, and so on. Output; (param_ masterkey)

3. .Aswith DL, OMDL has an application in MANETS. A new scheme that is based
on DL assumptions can be made and used to make MANETS more secure.

Key Setup - \
Literature Survey of

IBI schemes

\ J

T A
Identify

1. Characteristics
2. Gaps

Extraction

=
| .

J
/" N\
- - . Construct novel IBI
TR B MOtIvatlon |ﬂpUt. (masterkey. ID) For IoT devices J
w0 | Jomw| 1. Our target is securing all loT Output: d \
— devices under one roof. ‘ ( )
Assumption |\ oL - [oMEL H 1 . g ' S 1ty del
— 2. Multlple Ic?T devices focus on Identification Protocol ecurity mode J
o [ o] Towon tight security and more efficiency ) | | -
= = 3. Itverifies large number of loT Input: P (param, 1D, d) and V (param, ID). P and V communicates with 1 Efficencyand
devices at a one time. (CMT, CH, RSP) and gives output 0 (rejects) or 1 (accepts). Security analysis J
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- Securing these numerous devices presents a significant
challenge. This can be addressed by combining asymmetric
cryptography with non-certificate schemes.

- Traditional cryptography is incompatible with modern loT
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Security Assumption: DLOG, OMDLOG. Implementation: Miracl Library

5] (et .4 ¢] MM This project would be helpful to improve the smart cities security. Our objective was to compare various IBl schemes based on
various scheme assumptions in order to determine whether they could be used in 10T devices or not. There is a great deal of
work that can be done to extend the IBl scheme’s application to the IoT. This way, most of the benefits of the IBI

Host Tnetitution scheme can be kept for 1oT devices and their communication
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