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USING INTERFERCE

Jamming is the intentional disruption of wireless communications, which
can be accomplished in a variety of ways. One method is to transmit radio

sighals that decrease the signal-to-noise ratio of the communications in

Jamming

order to jam them. Another method is to jam selective signals that result
in corrupted data packets. These concepts can be applied to wireless data

networks to disrupt information flow.

A simple jammer is a device that can output a continuousyv interference

signal. Without the ability to analyse communication and adjust the

Jjamming behaviour. A malicious entity can use a simple jammer to force

Full
Jammer

both the Evolved Node B (eNodeB) and NB-loT devices to allocate more
resources in order to communicate. To deploy such an attack, the entity
will need to use an “all in one frequency jammer” that is able to jam all

sighals and be immune to frequency hopping [18,25].

The attacker will use an intelligent jammer that transmits noise in a
burst-like pattern. It only uses energy when it needs to, thus functioning as

a duty-cycled device. The intelligent jammer has some understanding of
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the upper-layer protocols. It can also understand some communication

parameters by decoding the unencrypted data elements. The malicious
device must be capable of eaves-dropping on the downlink channel while

reacting on the uplink channel and the other way around

SDR & SRSRan

@ One of the more exciting areas of wireless research in recent years has been
the development of software-defined radio (SDR). SDR refers to the use of
specialized hardware to perform radio functions that could otherwise be
handled by a general purpose processor. SDR opens the door to a world of

cheap, miniature radios that can be tailored to the application at hand.

@ ‘srsRAN s afree and open-source 4G and 5G software radio suite. Featuring
both UE and eNodeB/gNodeB applications, srsRAN can be used with
third-party core network solutions to build complete end-to-end mobile

wireless networks. For more information, see www.srsran.com”
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Narrowband |loT

Narrowband-Internet of Things (NB-loT) is a relatively new Low Power Wide
Area Network (LPWAN) technology used to implement large-scale |oT appli-
cations. The economic viability of most applications depends on a long bat-

tery life of deloyed devices (10 years).

Energy Depletion Attack

Like traditional wired networks, the devices in a wireless network use energy
to transmit data. However, in an NB-loT network, devices are much more
energy-efficient than their traditional counterparts. Because of this, NB-loT
networks are much more susceptible to energy depletion attacks than
traditional networks. Using Software Defined Radio (SDR), we've identified

multiple types of attacks that deplete the battery.
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® Full Radio Jamming
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® Forcing checksum failure
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